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3.2.2 User-Level Access Control in Private Embedding

In a "Private" security setting, access to the Storyboard is meticulously managed at the
user level. This is accomplished through assigned filter values and column names within
the embedded snippet. The user token, generated via the customer's side using the user
provision API, is seamlessly integrated into their own tool. Within this framework, each
user is assigned specific roles that determine their access rights to different Storyboards
within the organization. Consequently, users will have varying levels of access to
Storyboards based on their assigned filter values and column name permissions.

Advantages of User-Level Access Control:

(3 Enhanced Data Security

User-level access control ensures that sensitive information remains secure. By
limiting access to specific Storyboards based on roles and assigned filter values,
data privacy, security, and confidentiality are upheld. This prevents
unauthorized access to sensitive information and functionalities, reducing the
risk of data breaches.

(% Customized User Experience

Each user is granted access to Storyboards that are relevant to their specific
roles and responsibilities. This tailored user experience allows individuals to
focus on the information and functionalities that matter most to their work. By
streamlining access, users can efficiently navigate and interact with the
Storyboards, enhancing productivity.

(3 Data Integrity and Accuracy

By assigning specific filter values and column name permissions, user-level
access control helps maintain data integrity. Users only have access to the data
that aligns with their roles and assigned filters, ensuring that they view accurate
and relevant information within the Storyboards.

% Regulatory Compliance

User-level access control aids organizations in meeting regulatory compliance
requirements. By restricting access to sensitive information and implementing
proper access controls, organizations can demonstrate compliance with data
protection regulations and standards.

% Simplified Administration
Assigning roles and filter values at the user level simplifies administration and
access management. System administrators can easily allocate appropriate
access rights to users, reducing administrative overhead and ensuring efficient
access control management.
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