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l. Introduction

INn a world where efficiency and immediate insights are crucial to organizational success,
the embeddable feature stands out as a vital asset. At ConverSight, we focus on
enhancing accessibility by enabling the embedding of Storyboards into external
platforms. This seamless Integration eliminates the need for frequent switching
between applications, ensuring effortless access and convenience. Users are empowered
to Interact with Storyboards from various locations, promoting quick, Informed
decision-making on the move. This datasheet explores two distinct security access types
avallable within the Embed Storyboard feature, each taillored to specific needs —
whether fostering transparency and collaboration or enforcing strict access controls to
safeguard data privacy and security. Let's delve deeper into the Embed Storyboard
feature to understand its potential for improving your organization's data usage and
accessibility.

2. Accessing Embed Storyboard

The ‘Embed Storyboard’ feature within ConverSight is crafted to enable users to
effortlessly Integrate and showcase Storyboards within their applications. This
INtegration ensures convenient access and viewing of pinned Insights within the
Storyboard, fostering seamless interaction. This functionality proves especially beneficial
for organizations whose members prefer utilizing ConverSight's Storyboards within their
tools rather than directly accessing the ConverSight platform. Let's delve into the steps
for accessing the Embed Storyboard feature within the ConverSight platform.

(g Click on the ‘Storyboard’ option on the platform.
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(g Select the Storyboard you want to embed.
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(g Next, click on the ‘Embed Storyboard’ icon located in the menu within the desired
Storyboard.
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g After clicking the Embed icon, a snippet of the Storyboard will appear. To generate

the authToken and accessID, simply click on the ‘Generate Token’ button.
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While on the 'Generate Token' page, you have the flexibility to choose the validity period
for the Storyboard by selecting one of the following options:

% Never: By choosing ‘Never’, the Storyboard will remain accessible indefinitely,
without any time constraints or an expiration date.

(g Expiry: If you opt for the ‘Expiry’ option, you can specify a particular duration in days,
weeks or months for accessing the Embedd Storyboard. This allows you to exercise
control over the timeframe within which users can access and utilize the designhated
Storyboard.
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(% Next choose the Access Type as either ‘Public’ or ‘Private’.

If you choose the ‘Public’ option, the embedded file will mirror the roles and filters of its
creator, ensuring that those who access it will inherit the same roles and filters as the
file's originator.

INn contrast, selecting the ‘Private’ option enables user-level accessibility, where access Is
contingent upon assignhed roles. This taillored approach offers personalized access
control, granting distinct roles and filters based on Individual user needs and
permissions.

g Select the domain where the embedded file will be utilized. Users must be sure to
specify at least one domain by clicking on the ‘Add domain’ option.
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(g Click on the ‘Submit’ button to generate the authToken and accessID within the
snippet.
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easlly click on the ‘Copy’ icon which will automatically
Iploard.

ConverSight.config({

authToken: "eyJhbGciO1IJIUzIINiIsInRScCI6IkpXVCI9.eyIfZG9)ljp7Im9yaWdpbilelmVtYmVkZGluZylsimlkl
authURL: "https://api.staging.conversight.ai/api/v1",

accesslD: "729da61f-6054-4aae-98f4-5c4eb6d325b44",

libURL: "https://cdnjs.conversight.ai/v0-1/conversight/staging"

type: ‘'dashboard’,

hideFilter: false,
hideTitle: false,

hideRefreshTime: true,
id: "534320fe-labb-446d-bbab-e8cd84547ddf",

containerlD: "cs-12fdfb58-a3d7-4191-9429-60536673dcde",

24 };
25 ConverSight.launchy)
R i o
27
W

28




2.1 Embedding Storyboard as Public

When the security access type iIs set as ‘Public’, access to the storyboard is extended to
anyone who possesses the embedding file. The role and permissions associated with the
iIndividual who created the embedding file will be applied. This approach facilitates
transparency, Inclusivity and collaboration within the organization.

Integrating the Embed Storyboard as ‘Public’ is simpler than as ‘Private’. With the
‘Public’ access type, you can directly integrate the provided code into the customer
platform after setting the validity period and generating the token. This integration
orocess Is straightforward and doesn't require modifications. After integration, users can
seamlessly launch Storyboards from their platform, ensuring an uninterrupted and
direct access experience.
{2
4

2.2 Embedding Storyboard as Private

Within the ConverSight platform, precise control over Storyboard access Is meticulously
Mmaintaineq, tailloring It to Individual user requirements. Access to embpedded content Is
solely provided to Individuals with authorized roles and permissions, guaranteeing the
safeguarding of sensitive data and promoting smooth collaboration. This involves the
creation of a unigue user token using our organization-specific API, complete with
customized column filters and a dataset ID aligned with the user's specific restrictions.
Before embedding in external applications, it's imperative to incorporate this user token
INto the embedding snippet. This fine-grained user-level control significantly bolsters
data security, customization and adherence to regulatory requirements. For Private
security access, Storypboard accessibility In ConverSight Is user-centric, relying on
assigned filter values and column names integrated within the embedded snippet.
These specific values are determined by the User Token, generated on the customer's
end using the User Provision APl and seamlessly iIncorporated into their tools. Users are
allocated distinct roles that govern their access privileges to various Storyboards within
the organization, ensuring variable levels of access commensurate with their
DermiIssions.

Ensure the seamless inclusion of the given code snippet into the desired platform
specified by the customer. Be sure to uncomment the ConverSight l[aunch component
and provide the User Token as an argument. This User Token functions as the
authentication key, granting users the essential permissions and privileges required to
access the Embeadded Storyboard. You can generate a token through the user provision
API.

To create the user token, i1t I1s cruclal to provide specific detalls, such as dataset
specifications and filters tailored to the user's roles, In the API request body. These filters
empower you to control access to particular columns and apply conditions as necessatry.
Additionally, they offer the flexibility to grant a single user access to multiple datasets.
These details are pivotal in ensuring that the user i1s granted precise and well-defined
access rights and permissions within the system.
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User Provision API

User Provision API Is a software interface that allows you to manage and control user
accounts and their access to a system or application. It provides a way to create, modity
or delete user profiles within your software. This API| helps ensure that users have the
right permissions and access levels to use your application or service securely.

The User Provision API is utilized to create and update user access.

URL: https://app.conversight.ai/api/vVl/user/provision?token= Org AccessToken

"expiry": {
"frequency": "days",

"value'": 1

}

"email": "<<email>>",

"firstName": "<<firstName>>",
"lastName": "<<lastName>>",
"displayName": "<<displayName/Alias>>",
raccessiD": "<<accessID>>",

"roles": |

{

"name": "<<roleName>>",
"dataset'": "<<datasetID>>",
"configuration": {

‘currency . '<<currency>>",

"financialOffset": <<num>>

b
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"filters": [

"column': "<<columnName>>",
‘operator’: '<<operator>>",
"value": |

"<<valuesToFilter>>"

11111}

Response

Success Response:

HTTP Status code -> 200

| 'status’: 'success’,
"data": {
"token": "<<userLevelAccessToken>>",
"Id": "<<userID>>"
}
}

Failure Response:
HTTP Error code -> 401, 400, 403, 500
{

"status": "failed",

"error’: "<<errorMessage>>"
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The HTTP request given requires specific fields to be included.

(g firstName: The first name of the user intended for provisioning.
(g lastName: The last name of the user intended for provisioning.
(g displayName: The desired display name or alias preferred by the user.

(2 emall: The email address of the user intended for provisioning.

% roles: Roles include detalls such as the role name, dataset |ID, configurations
(Including currency format and financial year settings) and the related filters. These
role detalls are crucial for ensuring controlled data visibility and security.

Additionally, the filter in the roles is an optional field. If left empty, the user will be granted
full access. It Is Important to note that the details within the request should remain
unaltered. Furthermore, when generating the token ensure to iInclude the accessID that

IS generated.

After recelving a response from the User Provision API, it will provide a User Token and a
User ID. These generated tokens should be stored securely within the customer's
olatform for future use. The User Token obtained from the response should be passed as
an argument in the 'ConverSight.launch(<< user token >>)' method within the code
snippet. This step ensures user authentication and grants the necessary access to
embedded features within the ConverSight platform.

If the frequency iIs set as Never, the value will be -1.

Following the seamless integration of the code snippet, users gain the capability to
INitiate storyboard launches directly from their customer platform. If a user doesn't
already have an account with ConverSight, they can create one In two ways: either
directly on the ConverSight platform or by using their APl within the customer's
platform, specitying filter values for roles and datasets. Once the account is established,
users can effortlessly access and engage with the storyboard from their own platform,
ensuring a smooth and uninterrupted user experience. In case of fallure responses,
users can resolve the error code and address the Issue.
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Failure Responses Resolution

400 - Bad Request Check the syntax of the request, including

parameters, headers and request body. Ensure It
conforms to the server's expectations.

401 - Unauthorized Provide valid credentials (e.g., username and

password) or authentication token. Ensure the client
has the necessary permissions to access the resource.

403 - Forbidden Check and adjust the permissions on the server.

Ensure the client has the necessary rights to access
the requested resource.

500 - Internal Server Error  This indicates a server-side Issue. Contact ConverSight
Admin.

3. Conclusion

The Embed Storyboard feature opens a world of enhanced data accessibility and
flexibility, catering to the demands of our digital age where real-time insights and
efficiency are paramount. This powerful tool seamlessly integrates Storyboards into your
applications, offering convenience and accessibility. Whether you choose the Public or
Private access type, Embed Storyboard fosters transparency, collaboration, and

customized data access. With a unified user experience, it eliminates platform-switching
hassles and ensures a smooth, uninterrupted journey for all users.
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